Welcome back, this is not a cracking tutor, it's rather a paper I want to share
with you and my friend UFO about the managed resources in .net executables,
I got the idea when UFO was trying to improve his {SmartKiller} to make it
extract certain resources from an assembly without need for manual dumping.

First of all I will assume that you have a simple knowledge of what we are
talking about! Or at least you have read some previous tutors on PE files; this
is not the place to explain all the ins and outs of PE files.

I recommend that everyone reads a paper by Ntoskrnl which discusses in
detail the ins and outs of the .net PE file, I will post it with this paper to give
you more info on the entire structure, and you should read his paper on
Manifest streams too before this to get a better idea.

A standard .net executable is nothing but a standard PE file, but how does the
.net stuff get arranged in the file anyway? What we are trying to focus on in
the executable is the part that contains the .net stuff, I mean the .text section
of course, this is where the compiler puts all the .net stuff finally, I will try to
give you a better idea about this shit now, look at this table below which
illustrates the structure of a simple .net executable.




DOS Header

Optional header

Data directories

Net Directory

Net resources and embedded streams

IL instructions bytes [.net code]

Metadata header ; dynamic header

Metadata streams header ; 0x14 bytes

#~ stream:
e Metadata tables header ; 0x18 bytes
e Metadata tables

#Strings stream

#US stream

#GUID stream

#Blob stream

Native import table

Native entry point [EP]

.Text section is
the section which
> contains the .net
code and
resources.

.rsrc section

.reloc section

As you can see

there's nothing new here, it's just a typical executable file, but we will discuss
the part that contains the .net stuff, I mean the .text section.




e dot Net resources and embedded streams

A resource is binary data that you can add to the executable file of a
Windows-based application. A resource can be either standard or
defined. The data in a standard resource describes an icon, cursor,
menu, dialog box, bitmap, enhanced metafile, font, accelerator table,
message-table entry, string-table entry, or version information. An
application-defined resource, also called a custom resource, contains
any data required by a specific application.

Check this dump for CrackME #9, this assembly contains a music file
named "doomie" which was saved in the final assembly as an
embedded resource stream during the final compilation process.

Off=et a 1z 3 4 ] & 7 g 9 A B Z D E F

O0000FED oo 00 oo oo 00 oo 00 oo 00 00 00 00 00 00 00 00 [ @0 i i e e
ooooorFcOo oo 00 oO0 0o 0o oo 00 oo 00 00 00 00 00 00 00 00 | @, ..o e e oo e
o0o0o0OFDO oo 00 oO0 0o 0o oo 00 oo 00 00 00 00 00 00 00 00 | @, ..o e e oo e
O000OFEO oo 00 oO0 0o 0o oo 00 oo 00 00 00 00 00 00 00 00 | @ v e e v e i v n v e m v e na
O0O00C0OFF O 00 OO0 00 o0 oo o0 oo oo 00 00 00 00 00 00 00 00 @ ... ... ...
oooo0looo0 20 ZE 11 00 00 00 00 oo 48 00 00 00 02 00 05 00| ....... 1Py
oooolol1o oo ES 10 00 Z0 45 00 OO0 01 00 00 00 4E OO0 00 06 | ae - M
oooolozo 50 Z0 00 00 9B BT 10 OO0 oo oo 00 00 0o 00 o0 oo 0 A aAanon e
oooolo0z0 oo 00 oO0 0o 0o oo 00 oo oo oo 00 00 0o 00 o0 oo

oooolo40 oo 00 oO0 0o 0o oo 00 oo oo oo 00 00 0o 00 o0 oo

ooo00lo050 =% 3 ] = = =

ooooloan 60 6% 65 00 00 00 00 OO0 oo oo 00 00 0o 00 o0 oo

gooolovro oo OO0 04 10 l1a 00 00O OO0 1 00 1F 00 17 0z 00 0=z

ooooloso o% 00 07 00 80 30 03 7D 80 00 1B 00 <4 01 00 OO0

oooolo90 oo 00 oO0 Ooo Z0 20 20 20 20 Z0 20 20 20 Z0 20 zZ0

oooo01lo0A0 20 20 20 Z0 Z0 Z0 FF FF FF FF FF FF FF FF FF FF O000o0o0oo0n
ooooloeO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | OOOOOOOOOOOO0OOOO
ooooloco FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | OOOOOOOOOOOO0OOO0O
oooolomo FF FF FF FF 40 40 40 40 40 40 40 40 40 40 40 40 | OOOOEREAEEREAEERAEE
000010EO 40 40 40 40 40 40 40 40 40 40 40 40 40 40 40 40 | QEEEEEEEEEEEEEEM

The .text section in this PE file start at offset 0x0001000 and you can
see the bytes of the embedded stream start at offset 0x0001050.

The first byte of the stream here begins at offset 0x0001054 right after
byte 0x49, the first 4 bytes before this byte represent a 32 bit integer
which is the raw size of this stream and it's 866917 bytes in length here,
so what will we find after 866917 bytes from this offset ?
If the assembly has more than one embedded resource stream then you
will find the next resource.
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Here we see the end of the previous resource stream and the beginning
of the next resource stream which starts from the offset 0xo00D4AB9
and as we said before the first 4 bytes represent the size of this resource
but the actual bytes of this stream which is a JPG image start at offset
0x000D4ABD.
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One last point I want to mention here which is how to find the file offset
for a particular resource stream ?




Although it's early here to answer this question because the answer
depends on the CLI header of the assembly, and I mean the "Resources
RVA" field in that structure which leads us to the first byte of the .net
resources section, The resources streams are written to the final

assembly file according to the order they are listed in the

"ManifestResources" table in meta data tables, Notice this.
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Now the "Resources RVA" is an RVA value so use the Address converter
to get the file offset and then you will get the offset for the first byte of
the first managed resource in the assembly, but as we mentioned before
the first 4 bytes are the size of the managed resource!

Now the number of managed resources can be retrieved by
reading the entire resources block and separating the entire block
according to the 4 byte size indicator at the beginning of every single
managed resource stream in the entire block until the reading pointer
reaches the end of the resources block, another method to do this is by
reading the number of rows in the "ManifestResources" table in meta
data tables.
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